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Three Pillars of Observability
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Traces and Metrics
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OpenTelemetry (OTEL) "OpenTelemetry

https://opentelemetry.io

A Observability Framework
A Collection of telemetry data: traces, metrics, logs

To o To o

Defines data formats and protocols for traces, metrics and logs
Provides APIs for recording traces, metrics and logs
Provides SDKs with implementation of trace, metrics and logs* recording

Provides Java auto-instrumentation agent
(https://github.com/open-telemetry/opentelemetry-java-instrumentation)

A Excludes: Tools for trace/metric/log storage, retrieval and
visualization

*Logs: in draft stage (2022/01/24) https://opentelemetry.io/status/
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Anatomy of an Observability Solution

Agent

Collector \

Server > ul

Sourcehttps://www.retit.de/open-applicationperformancemonitoring-apm-standards
opentracingand-opencensus/

Collector

Agent

A telemetry data format and protocols

Scope of OTEL < A agent API / SDK for multiple languages
A Collector implementation

A Java: autdnstrumentation agent
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OpenTelemetry Java Auto-Instrumentation

Common libraries and frameworks are supported and calls are automatically
traced.

Source 2022/01/27: https://github.com/opetelemetry/opentelemetryjavainstrumentation/blob/main/docs/supportedibraries.md

Akka Actors, Akka HTTP, Apache Axis2, Apache Camel, Apache-RIFAK
Apache Dubbo, Apache HttpAsyncClient, Apache HttpClient, Apache Ka reams

API, Apache MyFaces, Apache RocketMQ, Apache Struts 2, Apache Taj Sprlng—*_ ‘nt, AW
Lambda, AWS SDK, Cassandra Driver, Couchbase Client, Dropwizard Vi JDBC, Hibernate etty HT
Client, Eclipse Metro, Eclipse Mojarra, Elasticsearch API, Elasticsearch F HTTP-Clients TP Cli
DN} Afasx 3Awt/ X DdzZ @ [AadGdSyl of SCadz JAX-WS, JAX-RS I G
java.util.logging, JARS, JARS Client, JAX'S, JDBC, Jedis, JMS, JSP, Kot IMS 14 1,
Log4j 2, Logback, Micrometer, MongoDB Driver, Netty, OkHttp, Play, Play Loggers stor,
Reactor Netty, Rediscala, Redisson, RESTEasy, Restlet, RMI, RxJava, S , wNork, S

Batch, Spring Data, Spring Integration, Spring Kafka, Spring RabbitMQ), ¢ € leb
Services, Spring WebFlux, Spymemcached, Twilio, Undertow, Vaadin, Ve

Application Server:
Jetty 9.4.x, 10.0.x, 11.0.x, Payara 5.0.x, 5.1.x, Tomcat 7.0.x, Tomcat 7.0. 1ere
Liberty Profile 20.x, 21.x, Websphere Traditional 8.5.5.x, 9.0.x, WildFly 1:
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Typical OTEL Setup for Java
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OpenTelemetry: Supported by Cloud Providers

A How is OTEL integrated and

supported in AWS, GCP and
Azure? aWS
\./‘7
A Which are the benefits of the ‘\

integration? Q‘OpenTeIemetry

- O
A How to make applications A
X

observable with OTEL in these

cloud environments?
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OTEL Integration by Cloud Providers

Agent

Collector

AN
/

Agent

ﬂ Server - Ul

)l Collector
Y

+ cloudspecific extensions
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Managed Trace & Metrics Services

OpenTelemetry support: use managed trace and metrics services through OpenTelemetry + extensions.
Normally,usage of vendor proprietary SDKs record traces and metrics is required.

OTEL benefits over vendor proprietary SDKs:
A Java autdnstrumentation
A Vendor neutral OTEL API for (manually) recording traces and metrics

Trace Service Metrics Service
AWS X-Ray CloudWatch
GcCp Cloud Trace Cloud Monitoring Metrics

(formerly AStackdriver (formerly AStackdriver
Azure Azure Monitor Application Insights AU IO eI

(Not supported through OTEL API, yet)
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https://aws.amazon.com/xray/
https://aws.amazon.com/cloudwatch
https://cloud.google.com/trace
https://cloud.google.com/monitoring/api/metrics_gcp
https://docs.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/data-platform-metrics

Architectural Blueprint for OTEL integration by Cloud Providers

é )

Application

T . .
%S wmp|  Tracing:Setvice

OTEL SDK I___/ /

="

L
OTEL Collectar? |==| & == « == 2»  Metrics Service

Metrics

AWS / GCP / Azure (/ other) AWS / GCP / Azure
\ j managed services
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OTEL in AWS QV_V/%

AWS Distribution for OpenTelemetry (ADOT) consists of:

A Java-auto-instrumentation agent redistribution with AWS pre-
configuration (ADOT Agent)

https://qgithub.com/aws-observability/aws-otel-java-instrumentation

A Collector redistribution with AWS exporters for sending telemetry to X-
Ray and CloudWatch (ADOT Collector)

https://qithub.com/aws-observability/aws-otel-collector
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AWS
OTEL / \ EANA)

) !
Integration
Application
Collector
: - AWSHXRay
Sidecar ADdITAsgen Traces o
/
/
ADOT Collector P
e AWS CloudWatch
(e-g.sidecar.deployment) Metrics
CCZ/ECS/EKS/Fargate/Lambda AWS managed services
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AWS

OTEL [ O\ aws
Integration
Collector Appicaian
Service ADOT Agent Traces/' AWSHXRay
- 0

ADQOT Collector Lt

L 4

(central collector(s)) N <

Metrics

AWS CloudWatch

QCZ/ECS/EKS/Fargate/LaWda
a

EC2/ECS/EKS/Fargate/Lambd
j AWS managed services
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Q Console User ~

Oregon ~ Support ~

Services Resource Groups ~ *
AWS X-Ray
Getting Started 4 Q Enter Service Name, Annotation, Trace ID or click the Help icon for additional details
Service map Traces > 1-58214aaa-26811b4a16897a938c977b5e
l Tooom Timeline Raw
Name Res. Duration Status °~0|ms
¥ my dev.i st-2, com
myfront-dev.us-west-2.elasticbeanstalk.com 200 1.2sec
myapi-dev.us-west-2.elasticbeanstalk.com 200 1.1sec
¥ myapi-dev. st-2.elasticb com
myapi-dev.us-west-2.elasticbeanstalk.com 200 1.1sec
DynamoDB 200 208 ms
catalog.myapi.us-west-2.elasticbeanstalk.com 200 842 ms
v log.myapi st-2 i Ik.com
catalog.myapi.us-west-2.elasticbeanstalk.com 200
Auth -
Cache -
DynamoDB 200
Fetch Products "
Fetch Ret - 0 -
DynamoDB 400
Fetch Ret - 1 -
DynamoDB 200
v Dy DB (Client F )
myapi-dev.us-west-2.elasticbeanstalk.com - 208 ms
catalog.myapi.us-west-2.elasticbeanstalk.com - 281 ms
catalog.myapi.us-west-2.elasticbeanstalk.com - 194 ms o
catalog.myapi.us-west-2.elasticbeanstalk.com - 233 ms

{ AWS
X-Ray

“ovums s
[ [ 1 1 1

100ms 200ms 300ms 400ms 500ms 600ms  700ms
1 1 1 1 1 1 1

Trace storage
Trace exploration
Statistics on traces
Service Map

Getltem: customers

To o o I

Remote fault caused by Aws::DynamoDB::Errors::ProvisionedThroughputExceededException
The level of configured provisioned throughput for the table was exceeded. Consider increasing your provisioning level with the UpdateTable API. (Click for details)

Query: products.um11-admi.table01, products.umii-a...

Query: products

TZZZZ% Getiter: customers
G777 Getitem: customers
G Query: products
T2 Query: products
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aws H

Q

Services

CloudWatch X
Favorites > Untitled graph
Dashboards 1

» Alarms Ao @o Qo 08

» Logs 06

¥ Metrics 0.4
All metrics 02
Explorer o |
Streams 07/31 08/07 08

¥ X-Ray traces All metrics Graphe

Service Map

Math expression v @
Traces

Label

» Events |

X-Ray console
shown on last
slide was recently
integrated into

CloudWatch view

» Application monitor|

» Insights

Settings

Getting Started

1h 3h 12h 1d 3d 1w custom (6m

Your CloudWatch graph is empty.

AWS
CloudWatch

Select some metrics to appear here. A Metrics Storage
A Metrics
visualization
count A Alerts
5.2 ,
A e
33
~r —
1.4
10:45 11:00 1:15 11:30 11:45 12:00 12:15 12:30 12:45 13:00 1315 13:30
@ NetworkPacketsOut
All metrics Graphed metrics (1) Graph options Source
© Add a math expression Q Dynamic labels + Statistic: Average v Period: 5 Minutes v Remove all
v Label Details Statistic Period Y Axis Actions
v a NetworkPacketsOut EC2 * NetworkPacketsOut * Instanceld: .. Average 5 Minutes > @,{l e

fions

Source https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_a_metric.html
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OTEL in GCP &

A Relies on OTEL API/SDK and code to manually record traces and metrics.

A Transmission of telemetry to GCP via extension of OTEL SDK:
A https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/tree/main/exporters/trace
A https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/tree/main/exporters/metrics

Traces support: stable
Metrics support: still based on OTEL Alpha SDK for metrics (2022/01/26)

To o

A OTEL auto-instrumentation support: Exists, but based on still unstable custom
exporter feature i1 n OTELEof-c anrmcee2f22/6d/P6) c o n s i

RETIT 01. February 2022 - www.retit.de - 17



https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/tree/main/exporters/trace
https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/tree/main/exporters/metrics
https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/blob/main/exporters/metrics/README.md
https://github.com/GoogleCloudPlatform/opentelemetry-operations-java/blob/main/exporters/auto/README.md#autoinstrumentation-setup

GCP
OTEL
Integration

~

Application

OTELrmetrics OTELtrace
collection code collection code

|

¥

Google
Cloud Trace

Exporter

___||
=
- |

\

\ Google
OTEL ™, Cloud

Monitori
APJ/SDK ;;;;;?

\_

GCP / ofpremise /
other Cloud Provider

)
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Workaround for

_ managed services
recording / \ of the GCP Operations >
Traces using

suite
Java- Auto- .
instrumentation Application
in GCP
Cloud Trace
OTELJJavaauto 4
_GCtP aUtOt . instrumentation I
instrumentation
exporter considered agent / \
pfoo_f-of-concept, but Cloud Trace
Zipkin trace exporter e Traces Zipkin
is integrated into the L | — =
base OTEL auto expaner (Zipkin format) Collector
instrumentation https://github.com/openzipki
client. n/zipkin-gcp
GCP / ofpremise / GCP / orpremise /

K Other Cloud Provider / \ Other Cloud Provider /
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https://github.com/openzipkin/zipkin-gcp
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GCP
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Alerts
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